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ABSTRACT

Measures in connection with the COVID-19 crisis have forced a change in the processes taking place in individual organizations
- whether in education, state administration or the commercial sphere. CEOs and full-time employees have been forced to ensure that
the organization's goals are met in an ever-changing legislative environment, outside the standard work environment, with increased
time pressure, in times of financial security concerns, and in times of heightened health or even life concerns. These factors have
weakened concerns about one's own security - including the protection of one's own identity or the protection of the employer's assets
in cyberspace. The presented research was attended by students, some of them, especially external students, are employees of the public
or commercial sphere. The aim of the research was to find out whether students noticed an increased incidence of phishing attacks
during the COVID-19 crisis, how they responded to this fact as individuals and how the organizations in which they are employed
reacted. Based on the results of this survey, it can be estimated whether users with the development of Internet services are aware that

they are an integral part of the cybersecurity system and, based on this fact, adjust their behavior in cyberspace.
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1. INTRODUCTION

Every user of information and communication
technologies is exposed to various types of threats that can
potentially damage these systems. Knowledge of cyber
security should therefore become part of the body of
knowledge acquired during university studies. Basic tools
and methods for increasing the level of cyber security of the
user are also described in book publications [1].
Vulnerabilities of the system are not only the properties,
errors or settings of technical means, but also an
insufficiently educated and trained user. Despite the use of
technical means and methods to protect them, such as
steganography or cryptography, user error can cause the
loss of an organization's assets, especially information.

The aim of a phishing attack is to obtain data from a
user, which the attacker will use to gain his financial
advantage by misusing this data for extortion, identity theft,
unauthorized access, etc.

According to Verizon’s 2020 Data Breach
Investigations Report (DBIR) [2], the main types of
compromised data are:

*  Authentication data (passwords, usernames, PIN

numbers).

*  Personal data (name, address, e-mail address).

* Internal data (sales information, product plans).

e Medical data (information on treatment, insurance

claims).

+ Data related to banking operations (account

numbers, credit card information).

In the event of a successful attack by the organization,
there will be direct and indirect losses. The website [3]
states that these losses can be divided into the following
files:

*  Lost hours from employees.

*  Rehabilitation.

* Incident response.

*  Damaged reputation.
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* Loss of intellectual property.

»  Direct cash losses.

*  Fines for compliance.

* Loss of income.

*  Legal fees.

Phishing is considered one of the forms of attacks using
social engineering methods. One of the most detailed
taxonomies of phishing attacks can be found at [4].
Attackers use different communication media, different
types of target devices of the victim, different attack codes.
Types of phishing attacks, vectors and technical approaches
are described in [5]. Although there are technical means
that can help reduce the risk of not detecting a phishing
attack, setting up the security processes of organizations
involving an electronic service user can decide whether an
attack was successful and therefore a loss on the victim's
side. Technical means, such as digital certificates,
electronic signatures, or the use of machine learning tools
to detect anomalies, can help detect attacks, not ensure that
an individual or organization become a victim. The state of
current research on automated phishing detection on the
web and evaluation of its performance can be found in [6].
In general, a phishing attack vector can be described:

»  Attack planning.

»  Obtaining victim data.

*  Fraud.

In the attack planning phase, the attacker selects the
victim, obtains the victim's contact information, and selects
the phishing method. The choice of victim can be random
or targeted. The attacker obtains contact information on the
black market, from a list of addresses in spam, from social
media, from poorly secured legitimate websites, etc.

In the data acquisition phase, the victim is convinced
that he or she is providing the data to an authorized user for
a specific purpose with which he or she agrees. The attacker
convinces the victim that it is necessary to confirm the
service (login to the website, confirmation of delivery),
obtain a profit (financial bonus, win, avoid the fine), help a
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close person (the attacker obtains data on close persons
from electronic communication or from social networks) or
convince the victim of his false identity (the attacker
pretends to be an official provider, a researcher, etc.). An
attacker would create a fake Web page by abusing an
existing legitimate Web site, provide a user with a
misleading URL, domain, or HTTPS certificate, or deliver
a malicious attachment to the victim.

If the attack was successful, the data obtained by the
attacker are used to steal the identity of the victim or sold
on the Internet black market.

2. PHISHING DURING COVID-19 CRISES

Attackers used the following COVID-19 factors to
deceive the victim during the crisis:

* Increased intensity of external and internal
stressors and the resulting reduction in the mental
well-being of users of electronic services (attackers
use social engineering methods).

» Transfer of resources of organizations (material
and human) designed to ensure cyber security and
ensure the basic tasks of the organization through
remote access (work of employees from home,
provision of wvirtual services, electronic
communication with clients, etc.).

* Use of new applications, users unfamiliar with
software alerts, error messages, etc. (Fraudulent e-
mail issued to report used software).

* Delayed updates and changes to email and web
server settings.

* Reduce the organization's costs of managing the
organization's risks (including cybersecurity
management).

According to the information provided by Member
States and private partners in the "COVID-19 Cybercrime
Analysis Report - August 2020 Cybercrime: COVID-19
Impact" [7], the main topics of phishing using COVID 19
are:

e e-mails from national or world health authorities,

» government orders and financial support
companies,
fake payment and refund requests,

+  offers of medicines and medical supplies,

*+ COVID-19 tracking applications for mobile

phones,
e investments and share offers,
»  charity and donations related to COVID-19.

Typical phrases used by attackers to worry, scare the
victim were:

*  quarantine,

e virus escalation,

*  public safety and health concerns,

» the unpredictable nature of the outbreak,

* inability to return home,

* local hospital,

+ the need for testing.

In its monthly report from March 2020, the CSIRT [8]
draws attention to the spread of malicious software, mainly
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through emails (phishing) aimed at paralyzing the activities
of organizations in the first line of the fight against the
spread of SARS COV-2. Interpol is also assisting in the
investigation of these targeted attacks on hospitals and
medical facilities. [9]. Interpol report of 04.08.2020 [10]
points to the alarming increase of cybernetic attacks in
member countries. About two-thirds of member countries
that responded to the Global Cybercrime Survey reported
significant use of COVID-19 topics for phishing and online
fraud.

According to Interpol reports from 04.08.2020, the
prediction of future cybernetic attacks is as follows: [10]

* A further increase in cybercrime in the near future
is highly likely. Work-related vulnerabilities and
the potential for increased financial benefits will
cause cybercriminals to continue to intensify their
activities and develop more advanced and
sophisticated practices.

* Active threats are likely to further spread online
coronavirus fraud and phishing campaigns to raise
public concerns about the pandemic.

*  The number of compromised business e-mails is
also likely to result from the economic downturn
and the shift in the business environment, which
identifies new opportunities for crime.

* If vaccination against the COVID-19 virus is
available, it is highly likely that there is a further
increase in phishing associated with these medical
manufacturers, as well as network disruptions and
cybernetic attacks to obtain victim data.

3. METHODS

The aim of the research was to find out whether
students, whose work will be security management in the
organization, recorded an increased incidence of phishing
attacks during the COVID 19 crisis, how they reacted to
this fact as individuals, how individual organizations
responded. Emphasis on linking the content of teaching
with practice is a strong motivating factor that increases
students' involvement in the process of acquiring
knowledge and increases the likelihood that a student will
pass the exam successfully. The use of online teaching
poses new challenges for both teacher and student [11].

Two main hypotheses have been established:

Hypothesis 1: Students have encountered the concept of
phishing in the past, they know the goals of the attacker.

Hypothesis 2: Due to the increased level of electronic
communication and the increased risk of phishing attacks,
schools, public and commercial organizations provided
additional training to employees on ways to prevent
phishing attacks.

The questionnaire method was chosen. The
questionnaire was anonymous, students' answers were not
evaluated, the time to complete the questionnaire was not
limited. The questionnaire was filled in at the class (with
the exception of one student), so students did not have the
opportunity to search for data additionally during the
completion of the questionnaire.

ISSN 1338-3957 (online), www.aei.tuke.sk



Acta Electrotechnica et Informatica, Vol. 21, No. 1, 2021

21

Follow-up of university studies to previous
studies

70

External students

Full-time students

m Studying at university is not directly related to
high school, student has work experience in an
organization in the private sector
Studying at the university is not directly related
to high school, student has work experience as an
employee in a public administration organization

# Studying at university does not directly follow
secondary school studies, student have no work
experience as an employee

= Studying at a university is directly related to high
school studies at a different type of high school
than a grammar school

m Studying at the university is directly related to
high school studies at the grammar school

Fig. 1 Composition of the group of respondents
4. RESULTS

Although the sample, especially of external students, is
too small to confirm or refute the hypothesis that computer
and cyber security, its various aspects are becoming part of
users' computer literacy, the fact that users are aware of
cyber security risks at an ever younger age, at lower levels
of schools can be assessed positively.

External students

Full-time students

i;‘\“_

= None, the student has not
et encountered this term
= Media
= High School
University

® Privacy

® None, the student has not
et encountered this term

= Media

= High School

University

= Privacy

Fig. 2 The place where students first meet the term phishing
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The question of focusing on knowledge of the targets of
phishing attacks was asked to students as an open question.

Target of phishing attacks

40 29

20 211 P .
01112 1200000-

0

Full-time students External students

® Acquisition and misuse of personal data

= Acquisition of sensitive data (without specifying them)

= Acquisitionof identificationand authentication data intosysterms
Loss of reputation of the organization

u Goodwill demage

# Manipulation of people

B Financial gain

m Computer demage

B The student could not state

Fig. 3 Target of a phishing attack

Full-time students identified six areas of phishing
targets, external students identified two areas. Neither full-
time nor external students identified that the goal of the
phishing attack could be to lose the organization's
reputation. This is especially surprising for students who
are already involved in the work process, are employees in
the public or commercial sphere.

External students

Full-time students

0

= School = School
u Self - study u Self - study
= Work / Employment # Work / Employment

Fig. 4 The main source of information about phishing

For full-time students, school is the main source of
information about phishing. Surprisingly, school is the
dominant source of information also for external students.
In both groups of students, self-study is an important source
of information. This points to the danger and frequency of
this type of attack, students consider this type of threat to
be a real threat, their proactive approach can detect such an
attack and prevent them from becoming a victim.
Employment is an important source of information for
external students - up to 17 percent cite work as the main
source of information about phishing
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Source of information about ongoing
phishing campaigns
(e. g. detected by proffesionals)

50 41
40
30
20
10
0

External students

Full-time students
B Acquaintances, relatives
= Newspapers. journals (in printed or electronic form)
m Security magazines (printed or electronic)
Friends on social networks
m Social networks of institutions, e.g. banks
® The student could not state

Fig. 5 Source of information about ongoing phishing campaigns

Up to 46 % of full-time and 42 external students do not
actively seek information about ongoing phishing
campaigns. Among the sources of information about
ongoing phishing campaigns, there are several sources that
are not significantly dominant. According to the results of
answers to another question, approximately 80% of
respondents (79 % daily and 83 % external) are aware that
the Police of the Slovak Republic publishes information on
fraud and phishing campaigns on their social networking
sites.

Approximately 73 % of full-time students and 92 % of
external  students communicate with the bank
electronically. Almost a third (30%) and even 50% of
external students do not know that banks publish
information on their websites aimed at increasing the
security of their electronic services, including procedures
that reduce the likelihood of a client falling victim to a
phishing attack..

Surprisingly, although more than half of students are
actively seeking information on ongoing phishing
campaigns, as many as 52 % of full-time and 50% of
external students have not seen an increased incidence of
campaigns during the COVID-19 crisis. Only about 8 % of
students (7.87 full-time and 8.33 external students) are
actively looking for additional information. In the survey,
any of the external students did not record the active
approach of the organization (employer), supplementing
the information of the employer's employees.
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Notation of an increased incidence of
phishing campaigns during the COVID-19
crisis by students

47
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3 13
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Full-time students External students

¥ The student did not notice an increased incidence of phishing
campaigns during the COVID-19 crisis

= The student caused an increased incidence of phishing campaigns
during the COVID-19 crisis, butdid not pay attention to this
information. as it only appliestoIT professionals.

 The student caused an increased incidence of phishing campaigns
during the COVID-19crisis. butdid not pay attention to this
information. made his knowledge in this area sufficient to be able
to detect such e-mails and notrespond properly
The student caused an increased incidence of phishing campaigns
during the COVID-19 crisis, but did not pay attention to this
information because he was always instructed (his knowledge
was supplemented by the school/ organization)

 The student requires an increased incidence of phishing
campaigns during the COVID-19crisis, so he seeks additional
knowledge on his own initiative (eg on the Intemet)

Fig. 6 Notation of an increaseincidence of phishing
campaignsduring the COVID-19 crisis by students

Categories of phishing campaigns that
students encounter in connection with the
COVID-19 crisis

40

30 20 o 19

Full-time students External students

= E-mails with medical advice

® Company emails

® E-mails from official institutions
E-mails that abuse solidarity

= With any of the above

Fig. 7 Categories of phishing campaigns that students encounter
in connection with the COVID-19 crisis

ISSN 1338-3957 (online), www.aei.tuke.sk



Acta Electrotechnica et Informatica, Vol. 21, No. 1, 2021

23

Student response to fraudulent e-mail

External students

Full-time students

® The student does not know how to react and
therefore does not take any action

® The student does not know, but considers it
important to inform someone about it. so he
will turn to people he thinks could have
something to do with the solution - an IT
professional or a security manager

# The student has been instructed., but does not
remember exactly. and therefore prefers not to
take any action

The student has been instructed and knows
where to find instructions / procedures on how
to react and will follow them

Fig. 8 Student response to fraudulent e-mail

Those who encountered fraudulent e-mails during the
COVID-19 crisis which take advantage of this crisis
encounter approximately the same extent with e-mails with
health councils, with corporate e-mails, with e-mails from
official institutions. In the survey, students also answered
the question of whether they would know how to react if
they identify an e-mail as fraudulent. 21.35 % of full-time
and 25 % of external students do not know how to react and
therefore do not take any action. Although 17.98 % of full-
time and 16.67 % of external students were instructed on
what steps to take after identifying a fraudulent e-mail,
since they do not remember them exactly, they prefer not
to do anything. Thus, about two-fifths of students would
remain passive and did not contribute by taking an active
approach to stopping the phishing attack. Three-fifths of
students are proactively active - either mastering the steps
needed to minimize the success of the attack, or at least
have knowledge of who needs to be informed.
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Students' knowledge of the existence of
phishing tests

59
60
40 8
20 sy .11 .
0

Full-time students  External students

® The student does not know what a phishing test is

® The student did a phishing test as part of school
education

» The student took a phishing test as part of an education
in the organization of which he is an employee

Fig. 9 Students' knowledge of the existence of phishing tests

The role of technical tools in defending
against phishing attacksaccording to

students
48 43
50
7 8
0 i
Full-time External
students students

® Technical means can prevent the user from
becoming a victim

B Technical means can help detect an attack

# The technical means can neither help detect the
attack nor prevent the user from becoming a
victim

Fig. 10 The role of technical tools in defending against phishing
attacks according to students

As many as 66.29 % of full-time students and even as
many as 91.67 % of external students do not know what a
phishing test is. A significant part of full-time students -
31.46 % encountered phishing tests during high school.
The results show that training of employees in
organizations includes training in the field of protection of
employees against fraudulent e-mails only to a very small
extent.

External students believe that technical means can
prevent the user from becoming a victim. More than 40%
of respondents believe that technical means can help detect
an attack. Only 3.19 full-time students and 16.67 external
students do not trust technical means.

The last two questions have shown the importance of
including the topic of phishing in the subject aimed at
acquiring basic knowledge in the field of informatics.
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5. CONCLUSIONS

Hypothesis 1, that students have encountered the
concept of phishing in the past, know the goals of the
attacker, was only partially confirmed. Surprisingly,
despite the current threat posed by the media, not all
students are familiar with the concept of phishing.

Hypothesis 2, that due to the increased level of
electronic communication and the increased risk of
phishing attacks, schools, public and commercial
organizations provided additional training to employees on
ways to prevent phishing attacks, was not confirmed.
According to the authors, the main reason was the time
stress, the lack of experts in the field of cyber security,
perhaps the underestimation of the possible effects of a
successful phishing attack.

The role of the human factor in processes that reduce
the likelihood of an individual or organization becoming a
victim of phishing needs to be emphasized. These processes
must involve not only IT specialists and security experts,
but also all employees who use information and
communication technologies. Due to its danger, the
widespread possible consequences and damage, cyber
security should become part of lifelong learning, whether
non-formal self-study or formal education in schools and
organizations. Phishing tests are one way to learn in this
area.
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